

	
3GPP TSG-SA3 Meeting #106-e 	S3-220407
e-meeting, 14 - 25 February 2022
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	33.203
	CR
	 0263
	rev
	-
	Current version:
	17.0.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	X



	

	Title:	
	Adding Reference to RFC 7235 in TS 33.203

	
	

	Source to WG:
	Ericsson

	Source to TSG:
	S3

	
	

	Work item code:
	eCryptPr
	
	Date:
	2022-02-07

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In the CR S3-214429, no reference to [AA] IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication" 

	
	

	Summary of change:
	Missing reference: [AA] IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication" is added

	
	

	Consequences if not approved:
	A reference is missing 

	
	

	Clauses affected:
	2, Annex X.2.2.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	



Page 1


*** BEGIN CHANGES ***
[bookmark: _Toc492909110][bookmark: _Toc90904976]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Security Architecture".
[2]	Void.
[3]	3GPP TS 23.228: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia (IM) Subsystem".
[4]	Void.
[5]	3GPP TS 33.210: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; 3G Security; Network domain security; IP network layer security".
[6]	IETF RFC 3261 "SIP: Session Initiation Protocol".
[7]	3GPP TS 21.905: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects; Vocabulary for 3GPP specifications".
[8]	3GPP TS 24.229: "3rd Generation Partnership Project: Technical Specification Group Core Network; IP Multimedia Call Control Protocol based on SIP and SDP".
[9]	3GPP TS 23.002: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, Network Architecture".
[10]	3GPP TS 23.060: "3rd Generation Partnership Project: Technical Specification Group Services and System Aspects, General Packet Radio Service (GPRS); Service Description".
[11]	3GPP TS 24.228: "3rd Generation Partnership Project: Technical Specification Group Core Network; Signalling flows for the IP multimedia call control based on SIP and SDP".
[12]-[16]	Void.
[17]	IETF RFC 3310 (2002): "HTTP Digest Authentication Using AKA". April, 2002.
[18]	Void
[19]	Void.
[20]	Void
[21]	IETF RFC 3329 (2003): "Security Mechanism Agreement for the Session Initiation Protocol (SIP)".
[22]	Void
[23]	IETF RFC 3263 (2002): "Session Initiation Protocol (SIP): Locating SIP Servers".
[24]	3GPP TS 33.310: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; Network Domain Security (NDS); Authentication Framework (AF)".
[25]	Void.
[26]	ETSI ES 282 001: "TISPAN - Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Functional Architecture for NGN Release 1".
[27]	IETF RFC 3947 (2005): "Negotiation of NAT-Traversal in the IKE". 
[28]	IETF RFC 3948 (2005): "UDP Encapsulation of IPsec ESP Packets".
[29]	IETF RFC 3323 (2002): "A Privacy Mechanism for the Session Initiation Protocol (SIP)".
[30]	IETF RFC 3325 (2002): "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity within Trusted Network".
[31]	3GPP TS 23.167: "3rd Generation Partnership Project; Technical Specification Group Services and System Aspects; IP Multimedia Subsystem (IMS) emergency sessions”.
[32]	IETF RFC 5626 (2009): "Managing Client Initiated Connections in the Session Initiation Protocol (SIP)".
[33]	Void.
[34]	Void
[35]	Void.
[36]	ETSI ES 282 004: “NGN Functional Architecture; Network Attachment Sub-System (NASS)”
[37]	ETSI TS 187 001: " Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN SECurity (SEC); Requirements"
[38]	Void.
[39]	3GPP TS 29.228: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; IP Multimedia (IM) Subsystem Cx and Dx interfaces; Signalling flows and message contents".
[40]	3GPP2 X.S0011: "cdma2000  Wireless IP Network Standard".
[41]	3GPP2 C.S0023: "Removable User Identity Module for Spread Spectrum Systems".
[42]	Void.
[bookmark: _Ref185049126][43]	3GPP2 S.S0055: "Enhanced Cryptographic Algorithms".
[bookmark: _Ref185049111][44]	3GPP2 S.S0078: "Common Security Algorithms".
[45]	3GPP2 C.S0065: "cdma2000 Application on UICC for Spread Spectrum Systems".
[46]	3GPP TS 23.003: "3rd Generation Partnership Project; Technical Specification Group Core Network and Terminals; Numbering, addressing and identification".
[47]	Void
[48]	Void
[49]	Void
[50]	3GPP TS 23.292: "IP Multimedia Subsystem (IMS) Centralized Services; Stage 2".
[51]	3GPP TS 31.103: "3rd Generation Partnership Project: Technical Specification Group Core Network and Terminals; Characteristics of the IP Multimedia Services Identity Module (ISIM) application".
[52]	IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile".
[53]	IETF RFC 4301: "Security Architecture for the Internet Protocol".
[54]	IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 
[55]	Void
[56]	3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".
[57]	ETSI TS 187 003 v3.4.1: "Telecommunications and Internet converged Services and Protocols for Advanced Networking (TISPAN); NGN Security; Security Architecture".
[58]	Void.
[59]	Void
[60]	IETF RFC 6544: "TCP Candidates with Interactive Connectivity Establishment (ICE) ".
[61]	Void
[62]	IETF RFC 6062: "Traversal Using Relays around NAT (TURN) Extensions for TCP Allocations".
[63]	IETF RFC 2817: "Upgrading to TLS Within HTTP/1.1".
[64]	IETF RFC 6623: "Indication of Support for Keep-Alive".
[65]	IETF RFC 4169: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication and Key Agreement (AKA) Version-2”.
[66]	3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping Architecture (GBA)". 
[67]	IETF RFC 6750: "The OAuth 2.0 Authorization Framework: Bearer Token Usage".
[68]	IETF RFC 7376: "Problems with Session Traversal Utilities for NAT (STUN) Long-Term Authentication for Traversal Using Relays around NAT (TURN)".
[69]	Void
[70] 	IETF RFC 7635: "Session Traversal Utilities for NAT (STUN) Extension for Third Party Authorization".
[71]	Void
[72]	IETF RFC 6749: "The OAuth 2.0 Authorization framework".
[73]	IETF RFC 4106: "The Use of Galois/Counter Mode (GCM) in IPsec Encapsulating Security Payload (ESP)".
[74]	IETF RFC 4543: "The Use of Galois Message Authentication Code (GMAC) in IPsec ESP and AH".
[75]	IETF RFC 7800: "Proof-of-Possession Key Semantics for JSON Web Tokens (JWTs)".
[76]	IETF RFC 7616: " HTTP Digest Access Authentication ".
[77]	IETF RFC 8489: "Session Traversal Utilities for NAT (STUN)".
[78]	IETF RFC 8656: " Traversal Using Relays around NAT (TURN): Relay Extensions to Session Traversal Utilities for NAT (STUN)".
[79]	IETF RFC 8445: "Interactive Connectivity Establishment (ICE): A Protocol for Network Address Translator (NAT) Traversal".
[80]	IETF RFC 8839: "Session Description Protocol (SDP) Offer/Answer Procedures for Interactive Connectivity Establishment (ICE)".
[81]	IETF RFC 8981: "Temporary Address Extensions for Stateless Address Autoconfiguration in IPv6".
[82]	IETF RFC 7296: "Internet Key Exchange Protocol Version 2 (IKEv2)".
[AA]	IETF RFC 7235: "Hypertext Transfer Protocol (HTTP/1.1): Authentication"	

*** NEXT CHANGES ***


[bookmark: _Toc492909326][bookmark: _Toc90905192]X.2.2	Solution 1.1: Use of SIP Digest credentials
[bookmark: _Toc492909327][bookmark: _Toc90905193]X.2.2.1	General
In solution 1.1 it is assumed that the user has a subscription with an individual IMPU. The WebRTC IMS Client (WIC) is provided with the user's SIP Digest credentials and uses SIP Digest to register with IMS. The eP-CSCF is assumed to relay the authentication information so that the message flows are unchanged. The use of SIP Digest in IMS is specified in Annex N of this document.
NOTE:	The use of SIP Digest breaks the security requirement mandating IMS AKA to connect to IMS when using a 3GPP access network. See Annex N of this document.
It is recommended to maintain a clear separation between WICs and regular IMS UEs. A user accessing IMS from a WIC should be assigned a separate subscription in the HSS with a unique IMPI and SIP Digest password.  In this way a compromised password will have an isolated impact and only affect the WIC.
The entities that have access to the IMPI and SIP Digest password, and thus needs to be trusted by the operator, are the user, the browser, the WWSF, and the IMS core network. (The WWSF is included here since it has the ability to inject rogue JavaScript code into the WIC). SIP Digest should therefore only be used when the WWSF is controlled by the operator or a 3rd party trusted by the operator.
[bookmark: _Toc492909328][bookmark: _Toc90905194]X.2.2.2	Requirements
No requirements have been identified.
[bookmark: _Toc492909329][bookmark: _Toc90905195]X.2.2.3	Procedures
Figure X.2.3-1 shows the registration flow. In this figure SIP over secure WebSocket is used between the WIC and the eP-CSCF. Other protocols (e.g. HTTP RESTful or JSON over WebSocket) can also be used as long as it is able to relay the digest challenge, challenge-response, and auth-info values.
 Solution 1.1 requires that the IMPU and SIP Digest password are made available to the JavaScript in the WIC. The IMPI can be omitted from the initial SIP Register request, and if that is the case the S-CSCF will try to determine its value from the registering IMPU. This requires that IMPUs are not shared between IMS users (see Annex N). 
NOTE 1:	It is assumed that the credentials are entered by the user via the web GUI or retrieved from the WWSF over HTTPS. Note that the latter option requires that WWSF has authenticated the user previously.
NOTE 2:	Unless the SIP Digest password or the intermediate hash value H(A1) (see RFC 7235 [AAZ7] and RFC 7616 [76]) is stored in the WIC, the password needs to be re-obtained each time a re-registration is performed. If the password is entered manually and if re-registrations occur often, this will result in a negative user experience.  This can be avoided by storing the SIP Digest password or H(A1) in the WIC after the initial registration procedure. Ensuring the confidentiality of the SIP Digest password or H(A1) during storage is at the discretion of the implementation and is outside the scope of 3GPP. The use of MD5 in HTTP Digest is not recommended and only supported for interoperability.
NOTE 3:	It is recommended that the user does not enter his SIP Digest credentials into the WIC, except possibly once before the initial registration.



Figure X.2.2.3-1: WebRTC IMS Client authentication using SIP Digest
The details of the signalling flows are as follows:
1)	Web page download from WWSF
From within a WebRTC-enabled browser, the user accesses a URI to the WWSF to initiate an HTTPS connection to the WWSF. The TLS connection provides one-way authentication of the server based on the server certificate. The browser downloads and initializes the WIC from the WWSF.
2)	Establishment of secure Web socket connection between WIC and eP-CSCF
The WIC opens a WSS (secure Web Socket) connection to the eP-CSCF. The TLS connection provides one-way authentication of the server based on the server certificate. The eP-CSCF verifies in this step that the WIC establishing the signalling connection comes from a trusted domain.
NOTE 3:	The protection mechanism works under the assumption that the browser is not under the attacker's control.
3-10)	SIP Digest message flow
The SIP Digest messages exchanged between the WIC and eP-CSCF and between the eP-CSCF and the I/S-CSCF are as defined in Annex N of this document.

*** END OF CHANGES ***
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